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On the Relationship between Transparency,
Explainability and Trust in Al systems: a Conceptual
Analysis

This paper challenges the idea that transparency and explainability build trust in AI
systems. We survey conflicting empirical evidence on the topic and then clarify the
main concepts involved in the argument. Based on this conceptual clarification, we
argue that transparency and explainability do not convey a complete understanding
of how an Al system works, and are not relevant factors for building trust in Al sys-
tems. Accordingly, when the objective is to create trust in Al systems, transparency
and explainability are neither necessary nor sufficient; therefore it is not rational to
pursue them for this reason alone. We conclude that, while the results of Explaina-
ble Artificial Intelligence (XAI) may be useful for other reasons, it is both necessary
and possible to build trust in Al systems through alternative approaches such as
rigorous validation and sound institutional arrangements and practices.
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1. Introduction

In artificial intelligence, a black box is an AI system whose internal workings are
not visible or understandable to the user. The user is only able to provide input and
receive output, without any insight into how the model arrived at its output (e.g.,
a decision or a prediction). The “black box” nature of these systems makes them
inherently opaque. The “black box problem” in Al refers to the challenges and is-
sues that arise as a consequence of the opacity of Al systems. A central argument is
that opacity negatively affects trust in Al systems. According to Zednik (2021, 266),
“end users are less likely to trust and cede control to machines whose workings they
do not understand”. Similarly, Haque et al. (2023, 1) argue that “the opacity of Al
systems can reduce end users’ trust and reliance on using Al-based systems while
making critical decisions”.

A growing number of scholars and policymakers are increasingly calling for
transparency and explainability to solve the “black box problem” and build trust in
Al systems. For example, Ribeiro et al. (2016, 1135) state that “explaining predictions
is an important aspect in getting humans to trust and use machine learning”. Similar-
ly, Guidotti et al. (2019, 2) write that “the availability of transparent machine-learning
technologies would lead to a gain of trust”. According to Floridi et al. (2018, 701), “it
is especially important that AI be explicable, as explicability is a critical tool to build
public trust in, and understanding of, the technology”. This position is echoed in the
Ethics Guidelines for Trustworthy AI (AI HLEG 2019, 3), that considers transparen-
cy and explainability as “crucial for building and maintaining users’ trust in Al sys-
tems”. This emphasis on transparency was also carried over to the EU AI Act.

Researchers in the field of Explainable Artificial Intelligence (XAI) aim to ad-
dress the challenges of the “black box problem” by developing techniques that can
make the internal workings of AI systems transparent and explainable (Barredo
Arrieta et al. 2020). In a comprehensive literature review, Haque et al. (2023) list
trust as one of the main effects of explainability in artificial intelligence. Langer et
al. (2021) consider trust as one of the desiderata of users and deployers of Al sys-
tems, and refer to explainability as a way to achieve this desideratum. Accordingly,
there is a general consensus that addressing the “black box” issue in Al systems,
primarily through enhanced transparency and explainability, is likely to bolster
trust. This represents the main thesis discussed in this paper: transparency and
explainability build trust in Al systems. For brevity, we will refer to this thesis with
the “transparency-trust thesis”.

Transparency and explainability in Al systems can encompass various facets, in-
cluding the model, algorithm, data, and broader aspects of development and usage
(Andrada et al. 2023). The focus shifts depending on the subject matter. For instance,
transparency regarding data involves details about data collection, provenance,
annotation processes, and composition (Bertino et al. 2019). Our research narrows
this broad spectrum to cases where transparency or explainability elucidates the
rationale behind an AI system’s specific outputs in response to given inputs. This
functional perspective remains neutral to whether the model, data, or both are the


https://www.zotero.org/google-docs/?broken=NBIxxW
https://www.zotero.org/google-docs/?broken=56cVhB
https://www.zotero.org/google-docs/?broken=hA946F
https://www.zotero.org/google-docs/?broken=KaWFAm
https://www.zotero.org/google-docs/?broken=0le8iN
https://www.zotero.org/google-docs/?broken=y3tCp1
https://www.zotero.org/google-docs/?broken=z5N5g1
https://www.zotero.org/google-docs/?broken=z5N5g1
https://www.zotero.org/google-docs/?broken=0OFZu6
https://www.zotero.org/google-docs/?broken=UoKq8p
https://www.zotero.org/google-docs/?broken=UoKq8p
https://www.zotero.org/google-docs/?AV7ydm
https://www.zotero.org/google-docs/?lKyiHa

ON THE RELATIONSHIP BETWEEN TRANSPARENCY, EXPLAINABILITY AND TRUST IN Al SYSTEMS

subjects of transparency or explainability. To address the question of “why an Al
system produces certain outputs given certain inputs,” the need for explaining or
making transparent the model, data, or both can vary case by case.

While transparency and explainability are primarily associated with building
trust in Al systems, they also serve additional purposes. For instance, transparency
in training data—detailing the origin and composition of datasets—offers insights
into data quality and the potential for bias. Moreover, it enables checks on whether
the system draws inferences from relevant and representative data, assists in iden-
tifying and rectifying bugs, and helps guard against malicious or adversarial data
injections (Koene et al. 2019). In this paper, we do not question these varied appli-
cations of transparency and explainability. Instead, our focus is narrowly on their
instrumental role in fostering trust in Al systems.

Finally, proponents of the transparency-trust thesis aim to foster trust from the
perspective of the end user. A regulator or a certifying body might need transparen-
cy to perform validation that requires such details about the system that the end-us-
er would not be able to leverage. Therefore, our paper also focuses on trust in the
eye of the end-user.

The “transparency-trust thesis” is widely endorsed in the debate around the eth-
ical and social implications of Artificial Intelligence, and it constitutes the rationale
supporting significant research efforts, policy initiatives, investments, and funding.
However, although many studies empirically investigate the effects of transparen-
cy and explainability on trust in particular settings (see section 2), none of them
analyse the conceptual consistency of the “transparency-trust thesis”. More often
than not, some influence of opacity, transparency, and explainability on trust is just
taken for granted, and empirical evidence is offered to corroborate this thesis. Nev-
ertheless, the constituent concepts of this thesis are not always clearly defined and
adequately discussed, and their mutual interdependencies are not sufficiently elab-
orated, which makes it hard to conduct meaningful research and make informed
decisions about Al There is a need for more discussion on these concepts in relation
to Al as if the “transparency-trust thesis” is false, this would require rethinking the
way trust in Al systems works and how we can build it.

This paper provides a conceptual clarification of the concepts of opacity, trans-
parency, explainability, and trust, in order to show various inconsistencies in the
“transparency-trust thesis”. We further explore the concept of “understandability,”
which is central to the discussion on opacity, transparency, and explainability of AI
systems. We argue that when the objective is to create trust in Al systems, transpar-
ency and explainability are neither necessary nor sufficient and therefore it is not
rational to pursue them, or, at least the pursuit needs other justification, perhaps a
more epistemic goal. To support this thesis, we proceed as follows. In section two,
we present related work on the effect of transparency and explainability on trust.
In section three, we elaborate clear definitions of the concepts under investigation.
Based on this, in section four, we put forward arguments against the “transparen-
cy-trust thesis”. In the conclusion, we summarise our findings and outline future
lines of research.
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2. Related work

A number of empirical studies on the effects of transparency and explainability
on trust provide conflicting evidence on the validity of the “transparency-trust
thesis”.

Based on a review of the literature, Shin (2021) formulates a series of hypotheses
on the effects of explainability and causability on perception, trust, and acceptance
of Al-based news recommendation systems. Two of these hypotheses, i.e., “explain-
ability positively influences user perception of Al transparency” and “perceived
transparency positively influences the user trust in AI”, are supported by empirical
evidence. Through a series of tests and surveys involving 350 individuals experi-
enced with algorithmic news services, the author claims to validate these hypothe-
ses and concludes favourably in support of the “transparency-trust thesis”.

Kartikeya (2022) finds that a high level of transparency contributes to an increase
in user trust. In the study, respondents were asked to predict the star rating of a res-
taurant based on the text of a review and the output of a machine learning model.
By varying the amount of information given by the model to the users, the study
finds that with increased transparency, i.e., more information, trust also increases
as measured by the model’s influence on the respondents. Additionally, the study
found that any additional insight into the model’s decision making will increase
trust, regardless of whether the model is correct or not.

Similar results are reported in the medical sector by Liu et al. (2022). The study
finds that explainability contributes to increasing trust in medical Al In addition,
transparency measures, e.g., providing information about the source of training
data, the algorithm used, and the quality of the model, can help to promote trust and
recognition of Al's value among physicians. Finally, the authors also find that trust
is a key factor influencing physicians’ intentions to use Al. Likewise, explanations
work as a trust mechanism in healthcare according to Wysocki et al. (2023). These
results support the “transparency-trust thesis”.

This supporting empirical evidence is countered by an equal number of studies
showing a neutral, or even negative, effect of transparency and explainability on
trust. Papenmeier et al. (2019) investigate the effect of explanations on user trust
in a machine learning-based text classifier, considering factors such as overall accu-
racy of the system, the fidelity level of the explanation, and the user’s level of con-
sciousness. They find that the accuracy of the system is the most decisive factor for
fostering user trust, with higher accuracy leading to higher trust. It should be noted
here that accuracy of a system is orthogonal to the transparency of a system, i.e., it
refers to outputs that we can measure for black-box and non - black-box systems
the same way. The study also finds that the influence of explanation fidelity on user
trust is complex and varies depending on the accuracy of the system: for systems
with medium accuracy, a high-fidelity explanation does not harm user trust, while
a low-fidelity explanation does. In addition, explanation leads to a decrease in trust
for systems with high accuracy.

Kizilcec (2016) tested the effect of transparency on user trust in the context of peer
assessment in an online course. The study shows that transparency has a variable
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effect on trust depending on the initial expectations of users. While the violation of
expectations decreases trust, providing some transparency with procedural infor-
mation helps to rebuild trust, but this effect is nullified when too much information
is provided about the system, leading to a decrease in trust.

Schmidt et al. (2020) studied how transparency affects trust when users have to
decide whether to accept the results of an Al system in predictions, classifications,
and recommendations tasks. The study finds that higher levels of transparency may
not necessarily imply higher levels of trust or acceptance when it comes to dealing
with Al’s output. On the contrary, unintuitive explanations, although faithful, can
lead to mistrust. In addition, the study also finds that overly trusting wrong predic-
tions can occur, particularly when the task is difficult.

Finally, Ghassemi et al. (2021, 475) argue that “the desire to engender trust
through current explainability approaches represents a false hope”. Focusing on the
healthcare sector, they critically examine the use and limitations of explainability
techniques. The study highlights that explanations provided by Al systems, such as
heat maps (also known as saliency maps) in image analysis, are often superficial.
These heat maps indicate which areas of an image the Al system considers when
making a decision but fail to address the crucial question of the appropriateness of
such focus. This conflation can lead users to mistakenly believe these explanations
are comprehensive reflections of the AI’s decision-making process, potentially creat-
ing over-trust and automation bias. Users might perceive the Al as more transparent
and understandable, despite the superficial nature of the explanations, leading to an
unwarranted confidence in the system’s capabilities. Thus, the authors argue that
simply providing explanations does not suffice to build genuine trust. They advo-
cate for more rigorous and thorough validation procedures as an alternative to the
“transparency-trust thesis”, underscoring the need for a more critical approach to
Al explainability.

This review of the literature shows that the “transparency-trust thesis” is much
more controversial than initially alleged. Beneath the commonly held position ac-
cording to which “transparency and explainability build trust”, there is a reality
where the relationship between these elements is far from clear. The effect of trans-
parency and explainability on trust is variable, can be positive, neutral, and nega-
tive, and depends on numerous factors such as, among others, the task, the accuracy
of the Al system, the context of use, the type of explanation, the amount of informa-
tion provided, what is made transparent (the model, training data etc.), the type of
user, the expectations of users, and the fidelity of explanations. Even experiments
conducted within the same sectors, e.g., healthcare, provide conflicting empirical
evidence. Such a variable impact of transparency and explainability on trust has
been observed in human-Al teams in the field of aviation as well (Lopez et al. 2024).

This shows that these studies investigating the relationship between transparen-
cy, explainability and trust, lack ecological validity and therefore cannot be gener-
alised (Zerilli et al. 2022). Finally, as concluded in a recent review of the empirical
literature on explainable AI (Kandul et al. 2023, 17), “much of this research does not
live up to the rigorous standards of empirical research” and many of the results re-
port inconsistent and contradictory findings on the effect of explainability on trust.


https://www.zotero.org/google-docs/?broken=YvXwjH
https://www.zotero.org/google-docs/?broken=DLguLO
https://www.zotero.org/google-docs/?8uQzDF
https://www.zotero.org/google-docs/?broken=yr3MpN
https://www.zotero.org/google-docs/?broken=LzunVn

3. Defining key concepts

Since the validity of the “transparency-trust thesis” cannot be determined strictly
empirically, we consider it appropriate to shift the analysis to a conceptual level.
In the rest of the paper, we aim to advance the discussion on the topic by clarifying
the key concepts involved in the “transparency-trust thesis” and examining their
complex interrelationships. These concepts are: opacity, transparency, explainabili-
ty, understandability and trust.

3.1. Opacity

Opacity is associated with a lack of understanding of how an AI system works. Re-
searchers have identified several forms and causes of opacity.

Burrell (2016) distinguishes between three forms of opacity: (1) opacity as inten-
tional corporate or state secrecy, (2) opacity as technical illiteracy, and (3) opacity that
arises from the characteristics of machine learning algorithms and the scale required
to apply them usefully. We refer to these notions as Opacity-1, Opacity-2, and Opac-
ity-3. All these types of opacity contribute to a lack of understanding. Among these,
however, opacity-3 has a special status. While opacity-1 stems from intentional corpo-
rate secrecy to defend intellectual property and trade secrets and opacity-2 depends
on the lack of users’ coding skills and competences, opacity-3 emerges from intrinsic
characteristics of an Al system. According to the author, the scale and complexity of
machine learning algorithms are such that they are opaque even to the experts who
develop them. This depends on several factors, e.g., the learning abilities, the quantity
and high number of dimensions/features of the data, and the computational resources
needed by the Al systems, as also argued in related work (Facchini and Termine 2022)

Grunke (2019) further elaborates on the notion of opacity-3, which they call
“epistemic opacity,” through a comparative analysis of the Stockfish (rule-based)
and AlphaZero (neural network-based) chess engines. According to the author, the
two chess engines exhibit different types of epistemic opacity. Stockfish is epistem-
ically opaque due to the sheer amount of calculations that it does. The number of
positions that the engine calculates each second far exceeds human capabilities (up
to 60 million positions per second). Consequently, it is impossible for a human to re-
construct and understand step-by-step the process Stockfish follows to make a move.
Since this opacity depends on the cognitive capacities and limitations of a human
agents, the author calls it “contingent epistemic opacity”. On top of this, AlphaZero
exhibits an additional form of opacity. Not only does AlphaZero calculate millions
of positions per second, but it also represents features of the game in a way difficult
to understand for humans because we do not have equivalent human concepts for
some of the features represented in the neural network. This form of opacity, called
“fundamental epistemic opacity,” concerns the way in which the neural network
models the characteristics of the game. Humans do not understand why AlphaZero
makes certain moves because humans and the Al system develop and deploy two
different representations of the game.
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The distinction between two dimensions of opacity is also supported by Boge
(2022). According to the author, deep neural networks (DNNs) are characterised by
h-opacity and w-opacity. The former refers to the lack of understanding due to an
agent’s cognitive limitations and is thus similar to contingent epistemic opacity. The
second refers to what is learned by the DNN, i.e., how it models a phenomenon, and
thus is similar to fundamental epistemic opacity.

Finally, Héder (2023) identifies additional sources of epistemic opacity. According
to the author, Al systems are partially opaque because of the physical complexity of
computers. The argument is that the level of investigation of Al systems is their log-
ical model, which, contrary to the commonly held view, is not perfectly embodied.
He proposes that any Al that we may encounter is to be investigated as a cyber-phys-
ical system in a physical environment. For instance, the thermodynamic process-
es in computers are fed back into the system as input for randomness, therefore
making the comprehension of these complexities necessary for the understanding
of the behaviour of the machine. The author points out that, among other factors,
self-modification by responding to the environment (via machine learning) plays a
pivotal role in raising epistemic opacity. Since most Al systems are characterised by
both complexity and self-modification, his arguments apply to most machine learn-
ing-based Al systems.

In conclusion, these analyses of the concept of opacity show that it depends both
on the purposes and characteristics of its users, and on intrinsic properties of Al
systems. The different sources and types of opacity are considered hindering factors
in the user’s ability to understand a system. Among these factors, the scale and com-
plexity of Al systems play a pivotal role in generating epistemic opacity, as acknowl-
edged in all the analyses considered.

3.2. Transparency and explainability

In the current debate, transparency and explainability often overlap, along with the
related concept of interpretability. In this section, we adopt the taxonomy proposed
by Lipton (2018) and (Barredo Arrieta et al. 2020) in order to clarify the meaning of
these concepts.

According to Lipton (2018), transparency and explainability are aspects of in-
terpretability. Transparency is understood as the opposite of opacity and so “it
connotes some sense of understanding the mechanism by which the model works”
(Lipton 2018, 12). Transparent models are usually considered understandable by
design. These models can be transparent at different levels: at the level of the entire
model (simulatability), at the level of individual components (decomposability), and
at the level of the training algorithm (algorithmic transparency) (Barredo Arrieta et
al. 2020; Lipton 2018). A transparent simulatable model is such that a human should
be able, given the input data, to produce the model’s output in a reasonable time
through the same calculations as performed by the model. A transparent decom-
posable model is a model whose parts (inputs, parameters, calculations) are such
that they can be interpreted and explained. Algorithmic transparency refers to the
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learning algorithm rather than the model itself. Algorithmic transparency only re-
quires knowledge of the algorithm and not of the data or learned model, since it just
concerns how the algorithm creates the model. According to Barredo Arrieta et al.
(2020, 88), “a model is considered to be transparent if by itself it is understandable”.
Based on this definition, Barredo Arrieta et al. (2020) and Lipton identify a number
of models, e.g., linear/logistic regression, decision trees, Bayesian models etc., that
are transparent in at least one of the above senses, i.e., simulatability, decomposabil-
ity, algorithmic transparency, collectively referred to as “transparent models”.

As far as the concept of explainability is concerned, Lipton (2018) understands
it as a form of post-hoc interpretability. This approach involves generating explana-
tions for the outputs of Al systems after they have been produced. Unlike built-in
interpretability, where the decision-making process is transparent from the outset,
post-hoc interpretability seeks to retrospectively elucidate how a system arrived at
its conclusions. It aims to demystify complex Al models by examining their outputs
and deducing the contributing factors, thereby providing insights into the system’s
operational logic. This approach appears to be equivalent to “local explainability”
from the field of explainable AI (Héder 2023). Similarly, according to Barredo Arrieta
et al. (2020, 92), explainability techniques “aim at communicating understandable
information about how an already developed model produces its predictions for any
given input”. Explainability techniques are used when the model is not transparent
in any of the senses above. In this case, understanding cannot be achieved by direct-
ly examining the model because the model itself is opaque enough to prevent any
form of understanding. To overcome this problem, an understanding of the model
is sought out through an explanation external to the model that provides additional
information about it. Explanations can be provided, for example, in the form of tex-
tual explanations, visualisations, saliency maps, and examples (Lipton 2018). Within
the post-hoc explainability techniques, the primary distinction is between model-ag-
nostic and model-specific techniques. The former can provide explanations regard-
less of the model considered, while the latter can be applied only to particular kinds
of models, e.g., deep neural networks.

From this brief discussion, we agree with (Barredo Arrieta et al. 2020, 88) that
“understandability emerges as the most essential concept in XAI”. Consequently, the
concept of understandability is also crucial for clarifying the “transparency-trust
thesis”. For this reason, instead of dwelling on more in-depth analysis on the con-
cepts of transparency and explainability, we prefer to go straight to the heart of the
matter and confront the concept of understandability. In the next section, we try to
shed light on this concept in order to clarify what is meant by “understanding an Al
system”.

3.3. Understandability
The conceptual analysis undertaken so far indicates that the challenge in explaining

or making Al systems transparent primarily revolves around the issue of under-
standing such systems. Consequently, this shifts our focus from transparency and
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explainability to understandability, prompting an investigation into the meaning of
“understanding an Al system”.

Addressing this question, researchers in the field of Explainable AI often draw
upon insights from epistemology. For instance, Paez (2019) identifies two distinct
categories of understanding applicable to Al: objectual understanding and under-
standing-why. Objectual understanding involves grasping the relationships within
the system, akin to understanding the parts and their interconnections within a
whole. This form of understanding parallels that provided by transparent-by-design
models (see section 3.2). On the other hand, understanding-why goes beyond this,
as it encompasses the ability to engage with counterfactual scenarios and predic-
tions. This level of understanding aligns with the goals of post-hoc explainability
techniques.

Additionally, Paez (2019) proposes an alternative dichotomy: mechanical under-
standing versus functional understanding. Functional understanding focuses on the
purposes and functionalities of a system. In contrast, mechanical understanding
delves into the specific components, processes, and immediate causal mechanisms
within that system. Paez (2019) exemplifies this through the understanding of an
alarm clock. One can understand the alarm’s function either through the lens of
mechanical understanding — a completed circuit activating the buzzer - or through
functional understanding — the clock set to awaken its owner at a designated time.

These different kinds of understanding Al of systems do not resolve the question
of the desired depth of understanding we want in the context of Al systems. Paez
(2019) posits that within the realm of Al both objectual understanding and under-
standing-why are intimately connected, and so we need both. He further argues that
mere functional understanding is insufficient, advocating for an integration of me-
chanical understanding as well.

While we agree with Paez (2019) on this point, it is important to note his omission
regarding the specific characteristics that make a system understandable. Assert-
ing that understanding an Al system involves engaging with counterfactual scenar-
ios and predictions raises the critical question of our capability to do so and under
which circumstances. This consideration is paramount, as it pertains to our funda-
mental ability to understand certain Al systems.

We propose that the following characteristics contribute to the understandability
of Al systems: linearity, monotonicity, few (and simple) interactions among features,
rule-based nature (Molnar 2022). By identifying these characteristics, we can better
understand the factors that make Al systems more understandable to humans.

A model is linear if it describes the connection between its inputs and outcomes
using a linear, or straight-line, function. This linear relationship is easier to compre-
hend than a non-linear one, as it represents a simpler kind of connection. Similarly,
a model is monotonic if any increase or decrease in an input consistently leads to
either an increase or a decrease in the output, depending on the nature of the func-
tion. These types of relationships are more straightforward to understand compared
to those where changes in inputs and outputs do not follow a regular pattern.

It is also beneficial for a model to have a limited number of simple features that
interact in straightforward ways. This simplicity makes it easier to track how the
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model is working and what it is trying to represent. Additionally, if the model uses
simple inputs and is based on clear rules, like IF-THEN statements, it becomes more
understandable.

These characteristics are emphasised for Al systems due to their role in enhanc-
ing the system’s comprehensibility. However, it’s important to note that as the size
and complexity of these Al systems expand, their understandability can diminish,
even with linear or monotonic models. Similarly, decision trees start off as straight-
forward but can lose clarity as they become more intricate. The same applies to
rule-based systems.

The main point here is that simple AI systems are easier to understand. This is in
line with the observation that the difficulty in understanding Al systems often stems
from their scale and complexity. Thus, a simpler Al system is more likely to be under-
standable, allowing for deeper insights into its functioning and decision-making pro-
cesses, unlike complex systems with numerous parameters and intricate interactions.

This conclusion is supported by an additional remark. In section 3.1., we found that
the opacity of Al systems is largely due to their complexity. Consequently, it makes
sense to argue that a non-opaque, i.e. understandable, Al system is a simple system.
In the case of simple Al systems, we can have meaningful insights about its internal
states, comprehend specific outcomes, and make accurate inferences and predictions
about the system’s behaviour. This is not the case for complex, large, and opaque Al
systems, which have millions or billions of parameters and non-linear interactions,
making it challenging to grasp their inner workings and decision-making processes.

3.4. Trust

The “transparency-trust thesis” implies that transparency and explainability have
a positive effect on trust as they counterbalance the negative effect of opacity on
trust. However, what is meant by trust in the context of Al is difficult to determine
accurately because research in this field uses different definitions of trust. In this
section, we provide our understanding of “trust in Al systems” in the context of the
“transparency-trust thesis”.

Much of the debate on this topic revolves around the question of whether it
makes any sense at all to talk about “trust in Al systems”. Freiman (2023) offers a
clear analysis of why this expression is conceptual nonsense according to numerous
philosophical accounts of trust. In a nutshell, talking about trustworthy Al systems
does not make sense because trustworthiness entails human qualities, such as re-
sponsibility, morality, intentionality. Since AI systems lack these human qualities,
humans cannot meaningfully trust an Al system. Accordingly, it makes no sense to
talk about a “trustworthy AI”. At most, one should talk about “reliable AI” (Freiman
2022, 6). Similarly, Alvarado (2023) argues for a reduced scope of trust in Al This
argument, however, is refuted by other authors, for example Floridi and Sanders
(2004), who are comfortable talking about the mind-less morality of artificial agents
and therefore find it consistent to talk about “trust in Al systems”.
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Both arguments hinge on the assumption that a dependable connection exists
between the potential for trustworthy Al systems and the presence of human attrib-
utes, like morality and agency, as a prerequisite for these systems to be considered
trustworthy. Freiman posits that, due to the lack of such human characteristics in AI
systems, discussing the concept of Trustworthy Al is nonsensical. Conversely, Floridi
and Sanders argue that, since Al systems do have moral traits, this paves the way for
the possibility of them being regarded as trustworthy.

Although it is impossible to completely avoid philosophical assumptions on such
subjects, we aim to develop an account of “trust in Al systems” that is less dependent
on these assumptions. Specifically, we seek to establish an understanding of trust
that does not presuppose any direct relationship between the capacity to place trust
and the presence of human qualities in the entity being trusted. In light of this per-
spective, humans can trust Al systems even in the absence of human-like qualities,
and AI systems can be considered “trustworthy” without possessing attributes such
as morality, responsibility, or other human-like traits. Consequently, we move away
from the positions exemplified respectively by Freiman (2023) and Floridi and Sand-
ers (2004), and develop an account of “trust in Al systems” rooted in studies on “trust
in technology” by McKnight et al. (2009).

According to the authors, three meanings of “trust in technology” can be dis-
tinguished: trust in specific technology, propensity to trust general technology, and
institution-based trust in technology.

Trust in a specific technology is defined as “a willingness to depend on the spe-
cific technology in a given situation in which negative consequences are possible”
(McKnight et al. 2009, 7). This kind of trust is formed by two components: trusting
intention, i.e., willingness to depend on the technology, and trusting beliefs, i.e., the
judgement that the technology has desirable attributes, particularly reliability, func-
tionality, and helpfulness. Trusting beliefs are positively related to trusting inten-
tion, as individuals are more willing to depend on technology that they believe is
trustworthy.

Propensity to trust general technology refers to the willingness to “trust technol-
ogy across situations and persons” (McKnight et al. 2009, 7). It can take two form:s.
On the one hand, the propensity to trust in general technology may result from the
belief that technology is usually consistent, reliable, functional and helpful. On the
other hand, it may be reflected in the belief that positive outcomes will result from
the use of technology.

Finally, institution-based trust in technology arises from the belief that, when
using technology, “success is likely because of supportive situations and structures”
(McKnight et al. 2009, 9). This form of trust depends either on the belief that “success
with the specific technology is likely because one feels comfortable or favourable
when one uses the general type of technology of which this specific technology is
an instance” or when “regardless of the characteristics of the specific technology,
one believes structural conditions like guarantees, contracts, support, or other safe-
guards exist in the general type of technology that make success likely” (McKnight
et al. 2009, 9).
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Building on this account of “trust in technology”, we define “trust in Al systems”
as the attitude of a person to accept Al decisions or to rely on an Al system to perform
a task, accompanied by the belief that the system will make a decision or perform the
task in line with the person’s expectations. This definition is consistent with, and in-
deed extends, the previous account of trust in technology provided by McKnight et
al. (2009). First, it takes into consideration the two components of trust in specific
technology, i.e., trusting intention and trusting beliefs. The person’s willingness to
rely on an Al system to perform a task represents the trusting intention, while the
belief that the system will perform the task or make a decision in line with their ex-
pectations represents the trusting belief. On top of this, our definition also implies a
distinction between people who actively use Al systems and thus can decide to rely
on them, and people who are passive subjects in their relationship with AI systems,
and thus can only accept Al decisions. This extension reflects the growing role of Al
systems in decision-making processes, and the importance of trust in these systems
for individuals who are subject to Al-generated decisions. For example, if we consid-
er the use of an Al system for disease diagnosis, a doctor is an active user because
they rely on the Al system to make a diagnosis, while the patient is a passive subject
because they do not use the Al system but are affected by its decision. When there is
trust in AI systems, both doctor and patient show the intention and belief to rely on
the system and accept its decisions respectively. Consequently, when we talk about
“trust in Al systems”, it is important to identify who is trusting, because it helps
in understanding the different perspectives and expectations of these two groups.
Those who actively use Al systems and those who are affected by its decisions may
have different requirements, criteria and thresholds for trust, and it is therefore
important to take them into account for designing and developing of Al systems
aligned with the expectations and needs of both active users and passive subjects.

Secondly, our definition considers “trust in Al systems” as a particular case of
trust in general technology, in that it is described as an attitude and is therefore
similar to the propensity to trust in general technology. Consequently, when the ob-
jective is to build trust in AI systems, one does not start from scratch, but from a
pre-existing level of trust in related technologies. This is important to take into ac-
count when developing strategies to build trust in AI systems.

Finally, the concept of institution-based trust is also incorporated in our defi-
nition, as we acknowledge that the expectation of positive results from the use of
technology can be motivated by the belief that there are institutional arrangements
in place that make technology trustworthy. Regulations, standards, certifications,
market surveillance, and assurance mechanisms can play a crucial role in building
trust in AI systems.

Although our definition still entails certain philosophical assumptions, such as
trust as an attitude and trust as a function of technology’s properties, we believe it
provides a more practical understanding of the concept of trust in the context of the
“transparency-trust thesis”. What the proponents of this thesis are concerned about
is that the opacity of Al systems hinders the uptake of Al and prevents diffusion of its
benefits, which is why they propose transparency and explainability as a solution.
User trust, and more broadly public trust, is instrumental in fostering the uptake of



ON THE RELATIONSHIP BETWEEN TRANSPARENCY, EXPLAINABILITY AND TRUST IN Al SYSTEMS

Al With “trustworthy AI”, users will use artificial intelligence more, and the gen-
eral public will be more willing to be subjected to Al-based or Al-assisted decisions
relevant to their lives.

4. Transparency and explainability don’t build trust in Al systems

After the conceptual clarification of the main terms involved in the “transparen-
cy-trust thesis”, we can now turn to verifying its conceptual consistency and va-
lidity. In this section, we provide some arguments to support the idea that when
the objective is to create trust in Al systems, transparency and explainability are
neither necessary nor sufficient and therefore it is not rational to pursue them for
this reason alone. This amounts to a rejection of the “transparency-trust thesis”. This
does not mean that there are no other reasons to pursue Al transparency, like some
epistemic value.

We first elucidate the relationship between the concepts involved in the “trans-
parency-trust thesis”. Proponents of this thesis posit that opacity, transparency, and
explainability significantly influence trust in AI systems by affecting their under-
standability. Opacity, primarily stemming from the scale and complexity of Al sys-
tems, diminishes their understandability (Section 3.1). Conversely, transparency
and explainability are believed to enhance the understandability of Al systems by
diminishing their opacity (Section 3.2). As opacity, transparency, and explainability
all pertain to understandability, we concur with Barredo Arrieta et al. (2020, p. 88)
that this is the central concept in this discussion. In the “transparency-trust thesis”,
understandability acts as a pivotal factor connecting transparency and explainabil-
ity to trust in Al systems. The argument posits that users are more likely to trust Al
systems that are more understandable due to increased transparency and explaina-
bility. In contrast, when Al systems are opaque and challenging to grasp, users’ trust
may diminish.

Consequently, we examined the concept of understandability (Section 3.3) in the
context of Al systems. We first noticed that understandability depends on the us-
er’s background, expertise, cognitive abilities, and familiarity with AI systems. Mo-
tivated by this insight, we focused on characteristics of an Al system that promote
understandability. We pinpointed qualities such as linearity, monotonicity, limited
and straightforward interactions among features, and rule-based nature, ultimately
concluding that simplicity is a crucial factor in understanding Al systems. This find-
ing aligns with the notion that the complexity of Al systems, conversely, is a primary
source of opacity that hinders understanding.

Finally, we clarified what it means to trust an Al system (Section 3.4). We pro-
posed a working definition based on McKnight et al.’s (2009) account of trust in tech-
nology. According to this definition, trust in an Al system is the attitude of a person
to accept Al decisions or to rely on an Al system to perform a task, accompanied by
the belief that the system will make a decision or perform the task in line with their
expectations. In line with some of the empirical studies presented in Section 2, our
account of trust in AI systems recognises that accuracy and reliability, as well as



the existence of supportive institutional structures, contribute to building trust in
Al systems. Interestingly, understandability plays no role in McKnight et al.’s (2009)
account of trust in technology.

Based on these premises, we can now develop a twofold argument against the
“transparency-trust thesis”. On the one hand, we reject the assumption that trans-
parency and explainability convey a significant understanding of Al systems. On the
other hand, we reject the idea that understandability is a necessary and sufficient
element for trust.

In order to support the first side of our argument, we need to clarify what the
role of explanations is in promoting the understandability of Al systems. In our ac-
count, since understandability is linked to simplicity, of the key issue is identifying a
link between explanation and simplicity. In this context, we argue that explanations
should work to bridge the gap between the inherent complexity of Al systems and
the user’s ability to understand their inner workings to the extent that this is simple
enough. This is exactly what XAI aims to do. For example, LIME (Ribeiro et al. 2016)
is an algorithm designed to explain the predictions made by AI black-boxes. It works
by creating a simple linear model that locally approximates the complex Al model to
be explained. It does so by perturbing the input features and observing the changes
in the output. Based on these observations, LIME learns a sparse linear model that
captures the underlying patterns in the AI’s decision-making process. Using this lin-
ear model, LIME can then generate explanations for the AI’s predictions in the form
of lists that rank the most important factors contributing to the decision. This simple
rank amounts to an explanation of the main elements influencing the underlying
complex processes of the original model. Similarly, a visualisation like a saliency
map can serve as an explanation by highlighting the most important regions of the
input data, such as image pixels, that contribute significantly to the model’s out-
come. In other words, a saliency map shows which parts of the image have the most
influence on the model’s decision-making process. These visualisations simplify the
understanding of the Al system by focusing on key input areas.

Accordingly, the idea of making AI systems transparent and explainable ultimate-
ly amounts to creating simple models for complex systems in a way that the simple
model still conveys all important characteristics of the complex system. However,
this is not always possible. Several challenges limit the effectiveness of transparency
and explainability in conveying significant understanding of Al systems.

First of all, large and complex systems considered transparent by design are not
always understandable. For example, the size of decision trees may be such that it is
difficult to understand them, even though the operational principle is very simple.
As Molnar (2022, 84) writes: “the more terminal nodes and the deeper the tree, the
more difficult it becomes to understand the decision rules of a tree”. Consequently,
given an input, it may be difficult for a human to understand why a decision tree
model produces a certain output.

Secondly, one of the main issues related to post-hoc explainability techniques is
that the explanations are not faithful to what the original model computes (Rudin
2019). This is equivalent to saying that the explanations do not actually explain
how the model works. Ghassemi et al. (2021) and Rudin (2019) make this point
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when analysing saliency maps as an explainability method. For example, high-
lighting a region of an image only tells where a neural network looks to classify
an image. But it says nothing about why it focuses on that region, nor whether this
is correct or whether saliency map allows any inductive reasoning about future
prediction.

Thirdly, our analysis of opacity-3 (Burrell 2016), fundamental opacity (Griinke
2019), and w-opacity (Boge 2022) shows that there is a limit to the possibility of
making complex Al systems simple and understandable. As these studies show, the
complexity, the size, the way certain phenomena are modelled by deep neural net-
works, constitutes an insurmountable obstacle to human understanding. In fact, the
best performing models not only are opaque, but they are usually an ensemble of
many complex and opaque models. This scale and complexity allow these systems to
match or outperform humans in many relevant tasks, and this is where the benefits
and risks of Al lie.

Finally, since explainability methods do not reduce the complexity of an Al sys-
tem, just create a less complex, thus more understandable model of them, they intro-
duce a gap between the explaining model and reality. Due to the inability to reduce
complexity of the real system on the one hand and the upper limit of the complexity
of a human-understandable model on the other hand, the gap can be very large
indeed. The existence of the gap means that several simplifying decisions need to
be made while constructing the model, each of them underdetermined by the real
system itself. The result is inevitably a less complex but also less accurate model, and
we have already seen that the lack of accuracy can undermine trust. In our case it
could mean that the trust in the explaining model can come into question.

As for the other side of the argument, even if in the future the development of
explainability techniques were to succeed in finally dispelling the black box prob-
lem and make any AI system understandable, this would still not be enough to build
trust in Al systems. As shown in our account of “trust in Al systems” in section 3.4,
trust is a multidimensional construct involving multiple dimensions. However, un-
derstandability is not a factor influencing trust in technology. Trusting intentions
and beliefs are reinforced when technology has attributes such as consistency, re-
liability, and helpfulness. Transparency and explainability do not facilitate the at-
tribution of these properties to an Al system. On the contrary, extensive testing and
validation, as well as sound institutional arrangements and practices, do.

5. Conclusion

In this paper we have argued against the “transparency-trust thesis” according to
which transparency and explainability build trust in Al systems. We first showed
that empirical studies on the topic provide conflicting evidence regarding the effect
of transparency and explainability on trust. For this reason, we shifted the analysis
to a conceptual level, clarifying the main concepts involved in the “transparency-
trust thesis”. On this basis, we found that transparency and explainability do not
contribute to a complete understanding of an AI system, and that explainability is
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not a relevant factor in building trust in Al systems. Accordingly, we concluded by
rejecting the “transparency-trust thesis”.

Our conclusions do not imply that the results achieved in the field of explainable
Al are invalid, but only that they are not relevant for building trust in AI systems.
Anyone wishing to challenge our conclusion would therefore have to demonstrate
two claims. The first is that understanding is a constitutive factor of trust in Al sys-
tems. The second is that transparency and explainability significantly increase our
understanding of large, complex and opaque Al systems. If these issues are explicitly
addressed, clarified, and, contrary to our expectations, positively solved, this could
give a more solid foundation to the field of Explainable AL

Meanwhile, our findings suggest that we proceed in a different direction when
it comes to building trust in Al systems. On the one hand, as also argued by Ghas-
semi et al. (2021), rigorous validation could prove the trustworthiness of an Al sys-
tem even in the absence of an understanding of its inner workings. This validation
should be as holistic as possible, involving datasets, algorithms, models, and adopt a
socio-technical perspective, considering impacts on individuals and society. On the
other hand, institutional arrangements such as regulations, standards, certifications,
market surveillance, and assurance may contribute to building institution-based
trust in AI systems. In a society where AI systems play an increasingly important
role in high-stakes decision-making processes, it is essential that such systems are
trustworthy and that both active users and passive subjects trust them. And that
they have good reasons to do so.
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