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The purpose of this article is to study the current state of legal regulation of the use 
of digital technologies for monitoring and managing working time in the EU and 
individual Member States. The purpose involves fulfilling the following research 
tasks: to analyze the regulatory framework of France, Germany, Spain, and Italy; to 
compare their national laws and Ukrainian and EU legislation in the field of labor 
relations; to evaluate litigations and possible risks related to the digital monitor-
ing of working time; and to make recommendations for improving the regulatory 
framework in this area. The scientific novelty of this article concerns comprehen-
sive legal analysis and recommendations aimed at increasing the clarity of reg-
ulatory policy in the field of labor relations. The developed legislative proposals 
and ethical recommendations that can become the basis for shaping future employ-
ment law policies signify the practical value of this article.
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1. Introduction

The widespread adoption of digital technologies has transformed employment rela-
tions in the field of time tracking, remote work, and employee productivity measure-
ment.Digital tools allow employers and employees to use flexible work schedules, 
optimize workflow, and ensure continuous communication even when working 
remotely. An important trend has been the growth of data and its processing (Ćor-
marković, Dražeta and Njeguš 2022). The development of quantum technologies can 
provide new approaches to computing and cryptography, making data processing 
more efficient (Krynytsia 2023). However, these technological advances raise sig-
nificant legal and ethical challenges related to privacy, abuse of monitoring, and 
compliance with applicable labor laws (Yaroshenko et al. 2022). 

Various studies have highlighted that engaged employees rely heavily on tech-
nology, which can lead to an overload of information and notifications. Consequent-
ly, they become susceptible to a new form of pressure called “technology-induced 
stress” (Marsh, Perez Vallejos and Spence 2022). All of this prompts a rethinking of 
legal concepts such as working time, time tracking, workplace, overtime, rest time, 
labor productivity, recall of employees from vacation, and temporary disability. Fur-
thermore, the sense of job insecurity is growing, being driven by advancements in 
machine learning, artificial intelligence, and robotics (Getman et al. 2023). These 
technologies have enabled the automation of many repetitive and highly standard-
ized tasks, leading to concerns about job stability (Nam 2019; Ghani et al. 2022). 
Based on the aforementioned trends, it is evident that digitalization alters the legal 
regulation of labor relations fundamentally. New questions arise regarding the pro-
tection of labor rights in a digital environment, where working hours and the work-
place are blurred (Breque, De Nul and Petridis 2021). In this context, it is essential to 
develop new legal frameworks that account for the specifics of the digital economy 
and ensure the protection of employees’ rights. Key aspects include transparency in 
the use of monitoring technologies, limiting working hours to prevent digital over-
load, and guaranteeing equal conditions for all employees regardless of their ability 
to adapt to new technological requirements.

This study analyzes how different EU Member States regulate digital monitoring 
of working time with a particular focus on legislative initiatives in France, Germany, 
Spain, and Italy. Such a choice is due to different approaches to the regulation of digi-
tal monitoring of working time and the right to disconnect in these countries. France 
was the first country to enshrine the right to disconnect in legislation. Germany has 
strong data protection laws, and work councils participate actively in overseeing 
digital technologies. Spain has introduced a law on digital rights that regulates dig-
ital monitoring, while Italy has established a flexible employment model with clear 
rules on the digital literacy of employees. The analysis of these countries helps to 
identify best practices and suggest common standards for regulation at the EU level.

The scientific novelty of this article is a comprehensive approach developed to 
analyze the legal implications of digital time-tracking technologies and suggest pol-
icy recommendations targeted to improve the clarity and coherence of legislation 
across the EU. The article also provides a critical comparison of national approaches 
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to digital monitoring, representing how different EU Member States address these 
issues in light of the wider EU regulatory framework. This study will be of particu-
lar interest to policymakers, lawyers, and employment law experts, seeking to un-
derstand how labor rights are changing in the digital age. It will also be useful for 
companies as guidelines to reconcile the use of digital monitoring tools with legal 
standards and employees’ rights. By providing practical legislative recommenda-
tions, this study aims to contribute to the development of a more coherent and bal-
anced regulatory framework that meets the needs of both employers and employees 
in the context of a digital workplace.

2. Materials and Methods

The research methodology consists of several stages, including document analysis, 
case law review, and policy comparison. Each stage is designed to clarify the current 
legal situation, identify existing gaps, and suggest possible legislative reforms. In this 
article, the legalistic method was used to analyze EU and Member State legislation 
in order to understand the regulation of working-time monitoring. This included 
the study of Directive 2003/88/EC concerning certain aspects of the organization of 
working time (European Parliament and Council 2003), the General Data Protection 
Regulation (European Parliament and Council 2016), and other regulations govern-
ing the use of digital technologies in the field of work. 

The study provides an in-depth analysis of relevant case law related to the use of 
digital technologies for monitoring working time. It examines issues related to the 
right to privacy, data protection, and employee consent. The analysis of such cases 
helps to reveal how courts interpret existing laws in practice, in particular regard-
ing the balance between employer control and employee rights.

The authors also used the comparative method to analyze the legislative ap-
proaches to working-time monitoring in different EU Member States. By comparing 
the regulations in France, Germany, Spain, and Italy, the study identifies national 
peculiarities and best practices that may be useful for the development of common 
standards at the EU level. The systemic method is based on considering the object of 
study as part of a larger system. The systemic method was applied to consider the 
monitoring of working time not only as a separate process but also as part of the 
overall system of labor law and human resources management.

In this article, the analysis method was used to study certain components of legal 
regulation of digital technologies, such as data protection, the right to disconnect, 
and other aspects that affect the monitoring of working time. This approach allowed 
for a deeper understanding of how different legal norms and practices affect the 
overall picture of regulation in this area. The synthesis method was used to combine 
the results of the analysis of legislation, comparative studies and other components 
of the article to formulate general conclusions about the need to develop new leg-
islative initiatives in the field of working-time monitoring. This made it possible to 
summarize the findings and propose comprehensive solutions to improve legal reg-
ulation at the EU level.
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Such a comprehensive approach to the analysis of legal documents, case law, and 
comparative study provides for a deep understanding of the current regulation of 
digital monitoring of working time in the EU and contributes to the practical recom-
mendations for improving regulatory policy in this area.

3. Results

3.1. Modern tools for tracking and controlling working hours

Modern digital technologies provide new opportunities for counting and controlling 
working time, which significantly changes approaches to managing employees and 
organizing work processes. One of the most common tools is time-tracking software, 
which allows you to automatically record hours of work, track productivity, and 
analyze how time is allocated to different tasks. Such programs are often integrat-
ed with other project and resource management systems, which simplifies work-
flow management. With these tools, employers can get detailed reports on working 
hours, identify inefficient processes, and optimize resource allocation (Gao 2018). 
This helps to minimize errors that can occur when manually entering data and pro-
vides more accurate time tracking. Many time-tracking programs integrate with oth-
er project management systems, such as Asana, Trello, or Jira, to combine planning, 
execution, and reporting functions. This provides a seamless workflow where all 
time and task data is collected in one place, making it easier to manage projects and 
monitor task completion (Tang 2017; Li and Zheng 2018). 

Biometric technologies, such as fingerprint, face, or retinal recognition, are also 
being actively used for time tracking (Vaivio, Järvenpää and Rautiainen 2021; Li-
akhovych and Vakun 2023). Such systems allow for a high level of security, as they 
reduce the risk of time-related fraud, such as when employees clock in for their 
colleagues. In addition, the use of biometrics simplifies the process of entering and 
leaving the workplace, which is especially important for large enterprises and or-
ganizations (Villadsen 2021). Cloud technologies and mobile apps are opening up 
new possibilities for time and attendance, allowing employees to easily log their 
time from anywhere and at any time. These tools are especially useful for remote 
teams and freelancers, providing flexibility and real-time data availability (Pfister 
and Lukka 2019). The use of artificial intelligence and data analytics for time track-
ing is quite popular as it helps to automate routine processes, predict resource needs, 
identify trends and patterns in employee productivity, and make informed decisions 
about HR management (Jans and Hosseinpour 2019; Yaroshenko et al. 2023). 

However, the use of digital tools for tracking working hours can pose risks associ-
ated with employee data privacy, as constant monitoring may create a sense of exces-
sive surveillance and raise concerns about the protection of personal data. The case of 
Copland v. the United Kingdom (European Court of Human Rights 2007) highlighted 
the importance of employees’ consent to install digital monitoring tools, particular-
ly on personal devices. The applicant complained that her telephone conversations, 
emails, and internet use were monitored without her consent. This was done on the 
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instructions of the deputy headmaster of the college she worked at. According to the 
case law, telephone calls from office premises are directly linked to the concepts of 
“private life” and “correspondence” within the meaning of Article 8 of the ECHR. In-
terpreting the Convention, the Court observed that the same level of protection should 
apply to emails sent from the workplace and information obtained through the mon-
itoring of personal internet use. In this case, the Court found a violation of Article 8 
of the ECHR and held that the collection and storage of personal information about 
the applicant’s telephone, email, and internet use without her consent constituted an 
interference with her right to respect for the private life and correspondence.

It is necessary to note that excessive control and continuous tracking of working 
hours can lead to decreased employee motivation and even cause stress (Gusarov 
and Melnyk 2023). Research shows that “technology-induced stress” can negatively 
impact employees’ mental health, especially if they feel their privacy is being invad-
ed. Employers may believe that monitoring is necessary to ensure discipline and 
productivity. However, they should also consider that excessive monitoring can lead 
to a decline in trust within the team and increased tensions between employees and 
the management team. A striking example is the case of Antović and Mirković v. 
Montenegro (European Court of Human Rights 2018). A university in Montenegro 
installed a system to monitor the presence and activities of students during lectures. 
The students brought a lawsuit, claiming that the use of such a system violated their 
right to respect for private life, guaranteed by Article 8 of the ECHR. The students 
claimed that the constant monitoring of their presence and participation in lectures 
without their explicit consent caused stress. The Court concluded that the establish-
ment of a monitoring system at a university constituted an interference with the 
student’s right to respect for private life. The Court emphasized that such interfer-
ence shall comply with the law, pursue a legitimate purpose, and be necessary in a 
democratic society. In this case, the Court found that the national authorities had 
not provided sufficient reasons to justify such an interference and that it therefore 
failed to comply with Article 8 of the Convention.

Furthermore, the implementation of new digital tools can be technically com-
plex and financially burdensome for some businesses, particularly small and medi-
um-sized enterprises. Employees may have varying levels of proficiency with new 
technologies, which requires additional training and support. The use of time-track-
ing tools also raises several legal and ethical questions, such as what rights employ-
ees have regarding access to data about their working hours and how to ensure a 
balance between monitoring work processes and employees’ right to personal space 
(Asiaei et al. 2022). Understanding the benefits and challenges of these tools will 
enable organizations to effectively implement them while maintaining a balance 
between productivity and employee well-being.

3.2. Working-time management vs. digital technologies: the legislation of 
the EU and certain Member States

In the European Union, where the protection of workers’ rights is a priority, there 
is a need to adapt existing legal norms to the new conditions created by digital 
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technologies (Kotwinski 2017). European legislation already has certain regulations 
concerning working hours, data protection, and the right to disconnect, but the 
rapid development of digital technologies requires further refinement of the legal 
framework. In the European Union, the regulation of working hours is primarily 
governed by Directive 2003/88/EC, commonly referred to as the Working Time Di-
rective. It aims to protect the health and safety of workers by providing minimum 
standards for working hours, breaks, rest periods and overtime conditions. The 
main provisions of the Directive include limiting the maximum working week to 48 
hours, including overtime, the right to daily and weekly rest, and special rules for 
night work (European Parliament and Council 2003). 

Digital tools can automatically log when an employee starts and finishes work, 
track the total hours worked, and even monitor breaks and rest periods. This auto-
mation helps prevent overworking and ensures that employees receive their enti-
tled rest, thereby supporting the directive’s goal of promoting a healthy work–life 
balance. Moreover, these tools can generate reports and alerts when employees are 
approaching or exceeding their legal working-hour limits, enabling proactive man-
agement to prevent violations of working-time regulations (Genç-Gelgeç 2022).

While digital technologies offer significant benefits for compliance, they also raise 
concerns about the continuous monitoring of employees. In response to these con-
cerns, there is a growing emphasis on the importance of respecting employees’ pri-
vacy rights under the General Data Protection Regulation (European Parliament and 
Council 2016). The GDPR standardizes data protection regulations across the EU, en-
suring they are uniformly enforced in every Member State. As a result, each Member 
State is required to modify or update its national data protection legislation to com-
ply with the GDPR (Voigt and von dem Bussche 2017). Although the GDPR requires 
that the collection and processing of personal data be reasonable, proportionate, and 
transparent, many employees do not fully understand what data is being collected, 
how it is being used, and who has access to it. This can lead to litigations, especially 
if employees believe their rights to data protection have been violated. For example, 
the judgment in the case of Bărbulescu v. Romania (European Court of Human Rights 
2017) is one of the most famous in the context of digital monitoring at the workplace. 
An employee, Bărbulescu, was dismissed for using a corporate account for person-
al correspondence. His employer monitored his emails without warning. The Court 
found that monitoring an employee’s emails must be proportionate and justified. The 
Court recognized that the employer was obliged to ensure transparency in monitoring 
and inform employees of the possibility of such monitoring. This case was an impor-
tant precedent on the balance between digital surveillance and the right to privacy. 

According to the GDPR, employers must ensure that data collection and process-
ing are:

1) Lawful: Employers have the legal right to process employee data only when 
it is necessary for the performance of the employment contract, compliance 
with legal obligations, or based on the consent of employees.

2) Proportionate: Data processing should be limited to only the data that is neces-
sary to achieve specific purposes. This means that employers cannot collect or 
store more data than is necessary to monitor working time.
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3) Transparent: Employees should be fully informed about what data is being 
collected, how it will be used, and for what purpose. They also need to know 
who will have access to their data and how long it will be stored (Hoofnagle et 
al. 2019; Müller and Kettemann 2023). 

Digital tools for monitoring working hours can also impact employee flexibility 
and work–life balance. While these technologies can support flexible work arrange-
ments by accurately tracking hours worked regardless of location, they can also 
contribute to an “always-on” culture (Pansu 2018; Jaworska 2022). For example, 
employees might feel pressured to remain accessible or respond to work-related 
communications outside of their contracted hours, undermining the directive’s 
provisions on maximum working hours and minimum rest periods (Bokor-Szőcs 
2023).

The European Union has recognized these challenges and addresses them 
through initiatives such as the right to disconnect. This concept allows employees 
to disengage from work communications outside of regular working hours without 
facing negative consequences. Implementing and enforcing the right to disconnect 
is crucial to ensuring that digital tools for monitoring do not erode the protections 
afforded by the Working Time Directive (Lerouge and Pons 2022). However, this 
right is often difficult to implement in practice. It specifically applies to industries 
where employees work in global teams or have irregular working hours. The regu-
latory landscape varies significantly among the Member States, reflecting different 
legal traditions, labor market conditions, and cultural attitudes toward work–life 
balance. Here, we examine how certain EU Member States have approached the 
legal aspects of digital time-management technologies, focusing on issues such as 
privacy, data protection, and the right to disconnect.

France serves as a notable example because it was the first country to formally 
establish and protect the right to disconnect through legislation. The El Khomri Law, 
formally known as Labor Law No. 2016-1088, was enacted in France in 2016 and 
took effect on January 1, 2017. Named after Myriam El Khomri, the French Minis-
ter of Labor at the time, this law introduced comprehensive reforms designed to 
modernize labor regulations, enhance working conditions, and address the evolving 
dynamics of the modern workplace. This law requires companies with more than 
50 employees to negotiate with their workforce to establish mechanisms for limiting 
the use of digital tools, such as email, outside working hours (Sampaio 2020). The 
aim is to protect employees from the encroachment of work on their personal lives, 
which can lead to burnout and other health issues (El Khomri 2016).

Even though the right to disconnect is enshrined in law in France, some organiza-
tions here do not comply with this rule due to the lack of strict sanctions. Companies 
in France have been obliged to implement digital disconnection policies since the 
passage of the El Khomri law, but many employees still feel pressured to respond 
to emails and messages outside of working hours. Employers may believe that the 
right to disconnect may limit workflow flexibility, especially in remote work. Fur-
thermore, they may argue that, in the contemporary business environment, where 
transactions are frequently executed in real time, constant employee availability is 
essential to competitiveness (Sandul and Kudinska 2022).
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A notable challenge is that in the absence of stringent penalties, some organ-
izations might not place a high priority on enforcing disconnect policies (Pélici-
er-Loevenbruck and Daubin 2017). Additionally, the advent of the digital age has 
increasingly blurred the distinction between personal and work life, complicat-
ing the creation of universal solutions. Employees in fields like IT or international 
business often require a level of flexibility that conventional working hours do not 
provide (Lerouge and Pons 2022). Additionally, French data protection laws, in line 
with the GDPR, impose strict conditions on the collection and processing of employ-
ee data. While the Regulation fully governs the processing of employees’ data, the 
unique nature of the employer–worker relationship introduces specific challenges 
that a general data protection framework cannot sufficiently address. These chal-
lenges include the extensive use and potentially invasive nature of technologies jus-
tified under the notion of legitimate interests in the workplace, the collective aspects 
of labor law, and the inherent imbalance of power between employers and employ-
ees in most employment agreements. These distinctive factors have led to ongoing 
demands for tailored data-protection rules specifically designed for the employment 
context (Tambou 2018; Abraha 2022).

Another example we will consider is Germany. Germany has a strong tradition 
of protecting employee rights, particularly regarding privacy and data protection. 
German labor laws require employers to respect the privacy of employees, even 
in the digital age (Klinger and Weber 2020). This means that digital tools used for 
working-time management must comply with stringent data protection regulations. 
German law also mandates that any monitoring of employees, including through 
digital means, must be proportionate and necessary for legitimate business purposes 
(Jäger, Noy and Schoefer 2022). Under the GDPR and Bundesdatenschutzgesetz (Fed-
eral Data Protection Act) employers are required to conduct data protection impact 
assessments (DPIAs) when implementing new technologies that may pose a high 
risk to employee privacy. These assessments help ensure that any risks associated 
with the use of digital monitoring tools are identified and mitigated (Bundesministe-
rium der Justiz 2021). Furthermore, works councils (Betriebsräte) in Germany have 
a significant role in overseeing the implementation of digital technologies within 
companies. Employers must consult with works councils before introducing systems 
that affect employee monitoring or data collection, ensuring that employees have a 
say in how these technologies are used.

Another EU member, Spain, has also taken steps to regulate the use of digital 
technologies in managing working time, emphasizing the importance of flexibility 
while protecting employee rights. In 2020, Spain amended its labor laws to include 
provisions for remote work and telecommuting, acknowledging the growing trend 
toward flexible working arrangements facilitated by digital tools. These amend-
ments require employers to ensure that remote working conditions comply with 
existing labor laws, including working-time regulations (Jefatura del Estado 2021; 
Donnelly 2022; Troadec 2022). Additionally, Spain introduced its own version of 
the right to disconnect in 2018, granting employees the right to digitally disconnect 
from work outside their working hours. Spanish companies must develop policies 
that define how employees can exercise this right, aiming to prevent the erosion of 
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personal time due to constant connectivity (Lerouge and Pons 2022). Spanish data 
protection laws, aligned with GDPR, also require employers to be transparent about 
the data collected through digital time-management tools and to ensure that such 
data is not used for purposes other than those explicitly stated and agreed upon by 
the employees (Jefatura del Estado 2018).

Italy has been proactive in addressing the challenges posed by digitalization in 
the workplace, particularly regarding the balance between work and personal life. 
Italy was among the earliest EU nations to follow in France’s footsteps by imple-
menting similar policies. Italy’s Smart Working Law, formally known as Law No. 
81/2017, established a broad framework for flexible working arrangements, com-
monly known as smart working or agile work. The purpose of this legislation was to 
modernize the Italian labor market by encouraging flexibility and enhancing work–
life balance for employees. A key feature of this law is the provision that includes the 
right to disconnect, allowing employees to disengage from work-related communi-
cations outside of standard working hours (Nespoli 2018). 

The law mandates that all smart working arrangements be established through a 
formal written agreement between the employer and the employee. This agreement 
must clearly outline the terms, including the duration and location of the work, and 
importantly, it must address the employee’s right to disconnect. Article 19 of Law 
No. 81/2017 specifically requires that the smart working agreement includes provi-
sions safeguarding the worker’s right to disconnect. This provision ensures that em-
ployees are not compelled to participate in work-related communications outside 
their designated working hours, thereby protecting their personal time and mental 
well-being (Presidente della Repubblica 2017). Italian data protection laws, in line 
with GDPR, also provide strong protections for employee data. Employers must be 
transparent about the data they collect and ensure that employees’ rights to privacy 
are respected. Additionally, any monitoring or surveillance of employees through 
digital technologies must be justified, proportionate, and conducted in a manner 
that respects workers’ dignity (Garante per la protezione dei dati personali 1996).

Monitoring working time is a crucial aspect of modern labor management; how-
ever, it currently lacks clear legal definition in both European Union legislation 
and the national laws of its Member States. EU regulations and the national laws 
of Member States primarily provide general guidelines on working hours, breaks, 
night work, and other labor conditions. These regulations are intended to ensure the 
basic protection of workers’ rights and promote a healthy work–life balance. How-
ever, specific rules and requirements regarding the monitoring of working time are 
not directly addressed in the legal framework.

Despite the absence of explicit regulations on time monitoring, these technol-
ogies significantly impact other important areas of labor law and data protection 
rights. For instance, the right to disconnect, which protects employees from being 
constantly available and responding to work requests outside of working hours, is 
already part of the legislation in some EU countries. However, it is not uniformly 
regulated across the EU and lacks a unified legal framework (Tkachenko 2022, 2023). 
In contrast, data protection is comprehensively regulated by the GDPR, which sets 
strict rules for the collection, processing, and storage of personal data, including 
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data collected through time monitoring. This uneven legal landscape highlights the 
need for expanding and clarifying legislative frameworks specifically concerning 
working-time monitoring.

Summing up, digital technologies have improved working-time management but 
raised concerns about privacy, monitoring, and the right to disconnect. While the 
EU regulates these aspects through the Working Time Directive and the GDPR, the 
development of digital tools requires updating the legislation. EU countries such as 
France, Germany, Spain, and Italy are taking varying approaches, which highlights 
the need for uniform and comprehensive regulation.

3.3. The need for legal regulation of working-time monitoring: risks and 
proposals for legislative initiatives in the EU

To address the problems associated with the lack of proper legal regulation of work-
ing-time monitoring, several legislative initiatives need to be implemented at the EU 
level. These initiatives are aimed at protecting the rights of employees, minimizing 
the risks associated with the use of monitoring technologies, and promoting fair 
working conditions. First of all, there is a need to introduce clear rules for monitor-
ing working hours. Specific legislation should be developed or amended to regulate 
the use of digital technologies for working-time monitoring (Bodie et al. 2017). 

These rules should take into account the balance between employers’ needs to in-
crease productivity and ensure compliance with legal norms and employees’ rights 
to privacy and freedom from excessive monitoring.

The second important element is to ensure transparency and informed consent. 
It is important to establish requirements for transparency in the process of data col-
lection and processing, and to ensure that employees provide informed consent to 
the use of monitoring technologies. Employees should clearly understand what data 
is being collected, for what purpose, how it will be used and stored, and have the op-
portunity to opt out of monitoring or withdraw their consent at any time. The third 
important step is to properly regulate the employee’s right to disconnect. The right of 
employees to disconnect from work communications outside of working hours should 
be enshrined in EU law. Many individual EU Member States currently have such initi-
atives in place. The EU Strategic Framework on Health and Safety at Work 2021–2027 
emphasizes the significance of ensuring the right to disconnect. According to this doc-
ument, it is crucial to develop and implement suitable measures to safeguard employ-
ees who work remotely or rely on digital tools. The Framework highlights the need 
for research into the psychosocial risks linked to digital and remote working environ-
ments and advocates for the establishment of minimum standards and conditions to 
guarantee that workers have the right to disconnect from work outside their regu-
lar working hours (European Commission 2021). This right should protect employees 
from constant availability and ensure their right to rest and personal time, reducing 
the risk of burnout and improving work–life balance (Kossek and Lautsch 2009).

The fourth step should be to develop ethical standards for time tracking. It is 
important to introduce ethical standards for the use of time-tracking technologies, 
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including best practice guidelines for employers. Such standards should emphasize 
proportionality in the use of technology, respect for employee privacy, and maintain-
ing a positive work environment (Griep et al. 2021). Most of the relevant legislative 
initiatives are not new, but they are currently fragmented in different legal acts. We 
propose to implement them in a single legal act. It may even be advisable to create a 
Code of Labor Recommendations of the European Union. This document could con-
tain comprehensive and unified information on aspects of labor relations and law, 
and could respond in a timely manner to new trends in the employment sector. Fi-
nally, employers should be required to conduct a privacy impact assessment before 
introducing any new work time-monitoring technologies. This approach will allow 
identifying potential risks to employee privacy and taking the necessary measures 
to minimize them. 

Thus, such legislative initiatives will help to create a more balanced and secure 
work environment where monitoring technologies are used responsibly and with 
respect for the rights of employees. They will contribute to ensuring fair labor prac-
tices across the EU by adapting legislation to the current challenges of the digital 
economy. And their adoption at the EU level will ensure their comprehensive adop-
tion in all Member States.

Several key legislative initiatives are needed at the EU level to address the issues 
of working-time monitoring and employees’ rights. These include establishing clear 
rules on working-time monitoring, ensuring transparency and informed consent, en-
shrining a right to disconnect, developing ethical standards for time-tracking tech-
nologies, and assessing a privacy impact. Such initiatives will help reduce the risks 
associated with digital monitoring while promoting fair labor practices across the EU.

4. Discussion

With the development of digital technologies, we are witnessing significant changes 
in working-time management, which opens up new opportunities and prospects for 
further improvement of work processes. With rapid digitalization, automation, and 
the shift to remote work, organizations are striving to make the most of digital tools 
to increase productivity and ensure work–life balance. In this context, it is impor-
tant to consider what innovations are already being implemented and what devel-
opment prospects exist for the further use of digital technologies in this area. One of 
the most promising innovations in working-time management is the use of artificial 
intelligence (AI) and data analytics. AI allows for the automation of planning, moni-
toring, and analyzing working time, which helps to better allocate tasks and optimize 
workflows (Lohvinenko 2022). Data analytics, in turn, enables the identification of 
trends and patterns in time usage, which can lead to increased work efficiency and 
the discovery of potential productivity reserves. As these technologies continue to 
develop, employers will be able to gain more detailed insights into the work of their 
teams, facilitating more informed management decisions (Lohvinenko 2023).

At the same time, innovations in biometric technologies, such as facial recognition, 
fingerprint scanning, or retina scanning, are already being actively implemented 
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for time tracking. These technologies provide a high level of security and reduce the 
risk of time-related fraud since employee identification is based on unique physio-
logical characteristics (Pizhuk 2019). In the future, further improvements in biomet-
ric systems and their broader application across various industries can be expected. 
In this article, we have explored the current state of legal regulation of working-time 
monitoring in the EU and individual Member States, and identified significant gaps 
in this regulation. Despite the existing general rules on working hours, breaks, night 
work and data protection, the lack of specific rules on working time-monitoring cre-
ates risks for employees and employers.

The analysis shows that while the general framework of labor law and data se-
curity establishes some protections for employees, it does not cover all aspects of 
working-time monitoring, which is becoming increasingly important in the digital 
age. The lack of clear regulation in this context is comparable to the results of pre-
vious studies, which also pointed to the need for a more detailed legal framework 
for digital technologies in the field of labor. Establishing specific legal regulations 
on working-time monitoring can have a significant positive impact on the work en-
vironment. It will help protect employees’ privacy rights, ensure work–life balance, 
and create clear rules for employers, which will help avoid legal conflicts and im-
prove morale and trust in the team.

The findings indicate an urgent need to develop and implement legislative initia-
tives at the EU level to regulate working-time monitoring. This is necessary to strike 
a balance between technological advances and the fundamental rights of workers, 
as well as to promote the sustainable development of the digital economy. Establish-
ing clear legal rules will help to avoid risks associated with excessive control, data 
protection, and the right to disconnect, while creating transparent and fair working 
conditions for all labor market participants. This study is limited to analyzing the le-
gal framework in the EU and individual Member States, without taking into account 
specific industries or types of organizations. Additional research could focus on the 
impact of working-time monitoring in different sectors of the economy or in the 
context of different cultural practices.

Future research could focus on evaluating the effectiveness of specific legisla-
tive initiatives that have already been introduced in some Member States, such as 
Italy and France, to develop best practices that can be applied across the EU. Fur-
thermore, it is important to investigate how monitoring technologies affect workers’ 
psychological health and productivity.

5. Conclusions

The analysis of the legal aspects of using digital technologies for working-time moni-
toring revealed that both EU legislation and the national laws of individual Member 
States lack clear regulations on these technologies. The existing rules mainly cover 
general issues related to working hours, breaks, and data protection without taking 
into account the specifics of digital time monitoring. Therefore, it is necessary to 
develop new legislative initiatives that clearly regulate the use of digital tools for 
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managing working time. We advise the creation of a Code of Labor Recommenda-
tions of the European Union. This document could contain comprehensive and uni-
fied information on aspects of labor relations and law, and could respond in a timely 
manner to new trends in the employment sector.

In conclusion, to ensure fair and sustainable labor practices in the digital age, it is 
essential to adapt the legal framework to the new realities. This will not only protect 
workers’ rights but also create a favorable environment for business development, 
balancing innovation with fundamental human rights. To address the challenges 
posed by digital technologies in working-time management, it is also important to 
foster a culture of transparency and communication within organizations. Employ-
ers should engage in open dialogue with employees about the implementation and 
use of monitoring tools, clearly outlining the purposes, benefits, and boundaries of 
these technologies. This approach not only helps in gaining employees’ trust and 
acceptance but also encourages a collaborative environment where both parties 
can voice concerns and suggestions for improvement. By involving employees in 
the decision-making process related to digital monitoring, organizations can ensure 
that these tools are used ethically and effectively, promoting a healthier and more 
supportive workplace culture.
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